
JUNE 2021

Emily Tabatabai

Partner, Cyber, Privacy & Data Innovation

CONTRACTING TRENDS 
FOR EDTECH
FERPA, State Laws & DPAs



GDPR

EdTech Legal Framework

Children K12 Higher Ed

FERPAFERPA

PPRAPPRA

State Student Data Privacy Laws 
(40+)

State Student Data Privacy Laws 
(40+)

GLBAGLBA

SAID, FSASAID, FSA

HIPAACOPPACOPPA

State Data Breach Notification laws

State privacy laws

Section 5 of the FTC Act (+ state UDAPs)

State Data Breach Notification laws

State privacy laws

Section 5 of the FTC Act (+ state UDAPs)

CA Internet 
Eraser Law
CA Internet 
Eraser Law

CCPACCPA

GDPR
2

Operators of child or student-related services face a patchwork of regulation



Compliance is complicated for EdTech

COPPA FERPA 40+ State Student Privacy Laws 

• Online operators 

• PI broadly defined (incl. image, audio, 
persistent IDs, IP address, etc.)

• Children <13 (K-8)

• EdTech “School Officials” (imposed 
via contract)

• PI from educational records

• K12  + Higher Ed students

• EdTech providers or K12 online 
services

• PI or “covered data” (much more 
broad)

• K12 students

Notice  Notice of data practices  Implicit  Specific contract terms

Consent  Can rely on School to provide necessary 
consent in limited circumstances

 No parental consent  No parental consent 

Use  Solely for use and benefit of school and for 
no other commercial purpose

 Solely for educational purpose 
described in contract, subject to 
school control

 Solely to provide service described in 
agreement on behalf of school

Rights  Right to review or delete PI or withdraw 
consent

 Rights to inspect, review, amend  Generally, yes, subject to school 
direction

Deletion  Upon request or when no longer needed for 
school purpose

 Upon request or when no longer 
needed for school purpose

 Upon request or when no longer 
needed for school purpose

! $40,000 per violation ! Strict contracts
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Providers of K12 school services are governed by a lot of laws, rules, and regs



Family Education Rights and Privacy Act 

What is FERPA?

– Federal law that applies to educational institutions that accept public funds

– Prohibits a school from disclosing personally identifiable information from a student’s educational 
record to a third party without written consent from the parent. There are several exceptions, however. 

– Provides parents the right to inspect and correct the information contained in the student record

– Rights transfer to the student when student turns 18 or enters Higher Ed 
Enforcement 

– FERPA is enforced by the Department of Education. School is responsible for (and liable for) compliance 
of its vendors and service providers. 

– Issue a complaint, cease and desist order, withhold further funding from Dept.

– Seeks voluntary compliance before imposing sanctions
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To Be a "School Official" 

Schools usually share data with a vendor/provider under the “School Official” exception to FERPA.  Under 
this exception, schools may share PII from the educational record without parent consent as long as the 
operator:

– Performs a service or function for which the school would otherwise use its own employees (i.e., acts as 
a outsourced service provider).

– Is under the direct control of the school with regard to the collection and use of data.

– Uses data only for authorized purposes and does not re-disclose PII from educational record to other 
parties unless with consent of School or permitted by FERPA.

○ TIP:  These restrictions (i.e., direct control, authorized use, and prohibition against re-disclosure) 
should be established in the contract between the school and the provider. Sometimes, these can be 
established in the online Terms of Service (TOS).
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States Rush to Legislate

• Since 2013:   42+ states have passed legislation regulating student data privacy

• California’s 2014 Student Online Personal Information Protection Act (SOPIPA) serves 
as a model for many other state laws

• Laws vary across states.  Most apply directly to service providers (EdTech vendors)
– Prohibit certain data use (e.g., behavioral targeting; re-disclosure); some prohibit any secondary use of 

student data

– Require data deletion

– Require specific contractual provisions to be included in EdTech vendor contracts

– Specific security requirements or alignment with security frameworks
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California - SOPIPA

Prohibitions
 Cannot target advertising on vendor site or other sites

 Cannot use student data for targeted advertising or 
marketing

 Cannot create or amass a “profile” on students, except in 
furtherance of school purposes

 Cannot sell student data

 Cannot disclose student data except in limited 
circumstances, e.g.: 

 in furtherance of K12 school purpose or to a service 
provider,  under strict contract terms to prohibit re-
disclosure, implement security, require deletion

 to respond to judicial process, to protect safety of 
users and others, etc.

Requirements
 Reasonable security procedures and practices

 Contractual controls on third parties

 Delete student data at request of school or district

Permissions
 May use student data for certain internal purposes

 May use de-identified data to improve educational products 
or demonstrate effectiveness

 May share aggregate, de-identified data 

 May market educational products to parents (not based on 
student data)

 May permit students to download, export or maintain their 
own data
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+ Privacy of Pupil Records Provision of California Education Code 49073.1 (aka AB 1584), which requires certain contractual provisions 
to be included in vendor contracts



Contracts:  California Education Code 49073.1 
Requirements

1. Statement that pupil records are the property of and under the control of the school.

2. Description of how pupils may retain possession and control of their own pupil-generated content, if applicable, and/or transfer
pupil-generated content to a personal account. 

3. Prohibition against using any information in the pupil record for any purpose other than those required or specifically permitted 
by the contract.

4. Description of how parent may review the pupil’s records and correct erroneous information. 

5. Description of operator’s actions to ensure the security and confidentiality of pupil records. 

6. Description of notification procedures in the event of unauthorized disclosure of pupil records.

7. Certification that a pupil’s records shall not be retained by operator after term of the agreement, unless if pupil wants to 
maintain an account to store pupil-generated content.

8. Description of how the local educational agency and the third party will jointly ensure compliance with FERPA.

9. Prohibition against the third party using personally identifiable information in pupil records to engage in targeted advertising. 
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Other States

While there are commonalities among state student data privacy laws, there are many unique requirements which vary by state and some 
states have very unique contracting obligatons. For example: 

• New York Ed Law §2d contracting: 

– Data Protection Agreement (DPA)

– Vendor Data Security and Privacy Plan (and agree to abide by the District's Data Security and Privacy Plan)

– Parents Bill of Rights” to be included in all agreements

– Supplement to the Parent's Bill of Rights

• Other State law variations

– Jurisdictional choice of law provisions

– Publish list of all subcontractors

– Employee background checks, confidentiality agreements, training

– Some DPAs posted publicly

– Security obligations (e.g., HIPAA Security Rule; encryption at rest, etc.) 
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State Standard DPAs

• Many states and/or Districts have developed standard DPAs for EdTech vendors

• Ostensibly designed to comply with state student data privacy law requirements, most DPAs are far more restrictive than underlying law. 

• Student Data Privacy Consortium (SDPC), https://sdpc.a4l.org/

– State Alliance Agreements (25 states)

– National Standard Agreement 
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National Standard DPA
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National Standard DPA

• Exhibit E – General Offer of Privacy 
Terms

• Exhibit F – Data Security Requirements 

• Exhibit G – Supplemental State Terms

• Exhibit H – Provider modifications



NDPA + State Exhibits
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NYS Educational Law §2d Requirements

13Source: NYSED.gov Model Forms and Policies http://www.nysed.gov/data-privacy-security/model-forms-and-policies



FERPA Resources

• FERPA Regulations, https://www2.ed.gov/policy/gen/guid/fpco/pdf/ferparegs.pdf

• Final Regulations, with comments, published by Department of Education, 
http://www.gpo.gov/fdsys/pkg/FR-2011-12-02/pdf/2011-30683.pdf

• Protecting Student Privacy (US Dept. of Education) https://studentprivacy.ed.gov/

• Protecting Student Privacy While Using Online Educational Services: Requirements and Best Practices, 
https://studentprivacy.ed.gov/training/protecting-student-privacy-while-using-online-educational-services

• Responsibilities of Third Party Service Providers Under FERPA, 
https://studentprivacy.ed.gov/resources/responsibilities-third-party-service-providers-under-ferpa

• Model Terms of Service, https://studentprivacy.ed.gov/resources/protecting-student-privacy-while-using-
online-educational-services-model-terms-service
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General Resources

• Student Privacy Compass (formerly FERPA/Sherpa) 
https://studentprivacycompass.org/

• TEC Student Data Privacy Alliance (MA, NH and RI) https://tec-coop.org/data-
privacy/resources/

• Illinois SBOE Resources for Student Data Privacy 
https://www.isbe.net/Pages/Privacy-Policy-Resources-and-Links.aspx

• RIC One NY 2d Guidance and Policies https://riconedpss.org/resources
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